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REAL PARTY TN TTNTp rPFST 

The real party in interest in this appeal is the foUowing party: International Business Machines 
Corporation. 
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RELATED APPEALS AND INTERFF.RENCES 



With respect to other appeals or interferences that wiU diiBCtly affect, or be directly affected by or 
have a bearing on the Board's decision in the pending appeal, there are no such appeals' or 
mterferences. 
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STATUS OF CLAIMS 



A. TOTAL NUMBER OF CLAIMS IN APPLICATION 

Claims in the appjication are: 1-78 



B. STATUS OF ALL THE CLAIMS IN APPLICATION 

L Claims canceled: 5 and 33 

2. Claims withdrawn from consideration but not canceled: none 

3. Claims pending: 1-4, 6-32 and 34-78 

4. Claims allowed: none 

5. Claims rqected: M, 6-32 and 34-78 

C. CLAIMS ON APPEAL 

The claims on appeal are: 1-4, 6-32 and 34-78 



(Appeal Brief Page 4 of 47) 
Rodriguez et al. - 09/71 7,521 



PAGE 7150 * RCVD AT 11/1512004 3:03:15 PM [Eastern Standard Time]' SVR:USPTO{FXRF-1/0' DNIS:8729306 ' CSID:9723857766 ' DURATION (min-$s):12-56 



11/15/2004. 14:09 9723857766 

[I a 



YEE & ASSOCIATES 



PAGE 08 



STATUS OF AMENDMFNTR 
No amendment after final has been filed for the present application. 
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SUMMAR Y OF CLATMED SUBJRrr JMATTKII 

A. CLAIM 1 - nVDEPENDEiNT 

Claim 1 is directed to a method for operating an electronic locking device using a wireless 
communication device. A master key code is received from a master key supplier (Specification 
page 7, lines 27-29). A secondary key code is generated from the master key code (Specification 
page 8, lines 3-6). The secondary key code is transmitted to the wireless communication device 
(Specification page 1 1, lines 2-16). The secondary key code is also transmitted to the electronic 
locking device, such that the secondary key code is used by the wireless communication device to 
operate the electronic locking device in Ueu of a by a tangible key (Specification page 10, lines 6- 
18). The above described method is also described at Specification page 12. line 2 - page 13, 
line 22 and depicted in the flowchart of Figure 6. 

B. CLAIM 15 - INDEPENDENT 

Claim 15 is directed to a method of operating an electronic locking device using a wireless 
communication device. A master key code is received from a master key supplier (Specification 
page 7, lines 27-29). A secondary key code is generated from the master key code (Specification 
page 8, lines 3-6), and transmitted to the wireless communication device (Specification page 1 1, 
lines 2-16). In addition, a key code is received from the wireless communication device and 
authenticated based on the secondary key code (Specification page 26. lines 16-21 and page 30, 
lines 8-1 1). A command is transmitted to operate the electronic locking device if the key code is 
authentic (Specification page 30, lines 1 1-15). The above described method is also depicted in 
the flowchart of Figures 6 & 7. The key code is essentially used as a mechanism for verifying 
that the sender of the secondary key code obtained the secondary key code from an authorised 
key supplier, as described at Specification page 26, lines 21-24. 

C. CLAIM 29 - INDEPENDENT (MEANS PLUS FUNCTION) 

Claim 29 is a means plus fimction claim related to Claim 1 . The means for receiving a master key 
code and means for generating a secondary key code arc described at Speci fication page 7, line 27 - 
page 8, line 2 and page 22, line 7 - page 24, line 9 and shown in Figure 1 , elements 1 04 and 1 1 2 
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and Figure 2, dements 21(^240. The fh^ means for t^smitting is described at Specification page 
11, line 17 - page 1 2, line T; page 13, lines 4-22; page 24, lines 10 - 17; and shown in Figure 2, 
element 250. T^e second means for transmitting is described at Specification page 12,lines2l ^ 
32; page 24, lines 18-29; and shown in Figure 2, element 260. 

D. CLAIM 30 - INDEPENDENT (MEANS PLUS FUNCTION) 

Claim 30 is a means phis function claim. The means for receiving a master key code and means for 
generating a secondary key code are described at Specification page 7, line 27 - page 8. line 2 and 
page 22, line 7 - page 24, line 9 and shown in Figure 1 , elements 104 and 1 12 and Figure 2, 
elements 210-240. The first means for transmitting is described at Specification page 1 1 , line 17 - 
page 12, line 1 ; page 1 3. lines 4-22; page 24, lines 10 - 1 7; and shown in Figure 2, element 250. 
Claim 30 also recites specific details of the secondary key code, where the secondary key code 
includes a secondary key code portion, an activation/expiration portioa a wireless communication 
device identification portion that identifies the wireless communication device, a time of issue 
portion, and a time of last use portion, as described at Specification page 26, Unes 2-7 and page 26, 
line 25 - page 28, line 20 and depicted in Figure 4, elements 420-460. 

E. CLAIM 43 - INDEPENDENT (MEANS PLUS FUNCTION) 

Claim 43 is a means plus fiinction claim related to Claim 15.. The means for receiving a master key 
code and means for generating a secondary key code are described at Specification page 7, line 27 - 
page 8, line 2 and page 22. line 7 - page 24. line 9 and shown in Figure I. elements 104 and 1 12 
and Figure 2, dements 210-240. The first means for transmitting is described at Specification page 
n , line 17 - page 12. line 1; page 13, lines 4-22; page 24, lines 10 - 1 7; and shown in Figure 2, 
element 250. The means for receiving a key code fiom the wireless communication device, means 
for authenticating the key code and means for transmitting a command is described at Specification 
page 30, lines 3-15 and shown in Figure 1 elements 104 and U2 (the key supplier) and/or 
elements 1 06 and 116 (the electronic locking device). 

F. CLAIM 56 - INDEPENDENT 

Claim 56 is a computer program product claim of similar scope to Claim 1, and thus the concise 
explanarion of the subject matter described above with respect to Claim 1 is equally applicable 
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here for the concise description, of Claim 56. 
G. CLAIM 57 - EVDEPENDENT 

Claim 57 is directed to a method of operating an electrooic locking device using a wireless 
communication device. A secondary key code is requested from a key code supplier 
(Specification page 12, lines 12-14). A secondary key code associated with the electronic 
locking device is received, the secondary key code having been generated based on a master key 
code (Specification page 12, lines 1 4-20). The received secondary key code is transmitted to the 
electronic locking device to operate such electronic locking device (Specification page 12, lines 
2 1 -32). The above described method is also described at Specification page 28. line 29 - page 
29, line 25 and depicted in the flowchart of Figures 5A & 5B. 

H. CLAIM 66 - INDEPENDENT (MEANS PLUS FUNCTION) 

Claim 66 is 9. means plus function claim related to Claim 57. The means for requesting a secondary 
key code firom a key code suppUcr is described at Specification page 12, lines 12-14 and page 28, 
line 31 -page 29. line 1 and depicted iri Figure 1. elements 102 and 114 and Figure 3, elements 
3 1 0, 330 and 350. The means for receiving the secondary key is described at Specification page 12, 
lines 14-20 and page 29, lines 1-3 and depicted in Figure 1, elements 102 and 114 and Figure 3, 
elements 3 1 0, 330, 340 and 350. The means for transmitting the received secondary key is 
described at Specification page 12, lines 21-32 and page 29, lines 8-25 and depicted in Figure 1, 
elements t02 and 1 1 4 and Figure 3, elements 3 10-350. 

L CLAIM 75 - INDEPENDENT 

Claim 75 is a computer program product claim of similar scope to Claim 57, and thus the concise 
explanation of the subject matter described above with respect to Claim 57 is equally applicable 
here for the concise description of Claim 75. 

J. CLAIM 76 - INDEPENDENT 

Claim 76 is directed to a method of operattng an electronic locking device using a wireless 
communication device. A secondary key code for operating the electronic locking device is 
received from a key supplier (Specification page 10, lines 19-29). A key code is received from 

(Appeal Brief Page 8 of 47) 
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the wireless communication device (Specification page 30, lines 8-9). The key code is 
authenticated using the secondary key code (Specification page 30, lines 9-1 1). The electronic 
lock is operated if the key code is authenticated (Specification page 30, lines 11-13). The above 
described mediod is depicted in the flowchart of Figure 7. 

K. CLAIM 77 - UTOEPENDENT (MEANS PLUS FUNCTION) 
Claim 77 is a means plus function claim related to Claim 76. The means for receivmg a secondary 
key code is described at Specification page 10, lines 19-29 and page 12, lines 21-32 and depicted in 
Figure 1, elements 106 and 1 16. The means for receiving a key code torn a wireless 
communication device is described at Specification page 30, Imes 8-9 depicted in Figure 1, 
elements 106 and 1 16. The means for authenticating the key code using the secondary key code is 
described at Specification page 13, lines 27-28 and page 30, lines 9-1 1 and depicted in Figure 1, 
elements 106 and 1 16. The means for operating the electronic locking device is described at 
Specification page 13, line 28-30 and page 30, Unes 1 M3 and depicted in Figure 1, elements 106 
and 116. 

L. CLAIM 78 - INDEPENDENT 

Claim 78 is a computer program product claim of similar scope to Claim 76, and thus the concise 
explanation of the subject matter described above with respect to Claim 76 is equally applicable 
here for tiic concise description of Claim 78, 
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GROUNDS OF REJECTION TO BE REVIEWED ON APPRAT, 

A. GROUND OF REJECTION 1 (Claims 1, 8-11, 14, 15, 18, 20, 22-25, 56, 57, 59, 60-61, 
64-66, 68-71, 73, 74, 76 and 77) 

Qaims 1, 8-11, 14, 15, 18, 20, 22-25, 56, 57, 59, 60-61, 64-66. 68-71. 73. 74, 76 and 77 stand 
rejected under 35 U.S.C. § 1 02(e) as being anticipated by Kucharczjic et al. U.S. Patent 6300873. 

B. GROUND OF REJECTION 2 (Claims 2, 19, 21, 63, 67 and 72) 

Claims 2. 19, 21, 63, 67 and 72 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over 
Kucharezyk et al. U.S. Patent 6570488 in view of Hyatt, Jr. et al. U.S. Patait 5745044. 

C. GROUND OF REJECTION 3 (Claims 3-4 and 26-28) 

Claims 3-4 and 26-28 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over 
Kucharezyk et al. U.S. Patent 6570488 in view of Bruwer U.S. Patent 6166650 and further in view 
of Brinkm^r et al. U.S. Patent 583825 1 . 

D. GROUND OF REJECTION 4 (Claims 6-7) 

Claims 6-7 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over Kucharezyk et al. 
U.S. Patent 6570488 it) view of Gonzales et al. U.S. Patent 5936544. 

E. GROUND OF REJECTION 5 (Claim 12) 

Claim 12 stands rejected imder 35 U.S.C. § 103(a) as being unpatentable over Kucharczj*: et al. 
U.S. Patent 6570488 in view of Haiderson et al. U.S. Patent 4947163. 

F. GROUND OF REJECTION 6 (Claims 16-17) 

Claims 16-17 stand rejected imder 35 U.S.C. § 1 03(a) as being unpatentable over Kucharczj*: et al. 
U.S. Patent 6300873 in view of Hemy et al. U.S. Patent 5774059. 

G. GROUND OF REJECTION 7 (Claims 29, 36-39, 41-43 and 46-53) 

Claims 29, 36-39, 41-43 and 46-53 stand rejected under 35 U.S.C. § 103(a) as being unpatentable 
over Waggamon et al. U.S. Patent 6049289 in view of Kucharezyk et al. U.S. Patent 6300873. 

(Appeal Brief Page 10 of 47) 
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H. GROUND OF REJECTION 8 (Claim 30) 

Claim 30 stands rejected under 35 U.S.C. § 103(a) as being unpatentable over Waggamon et al. 
U.S. Patent 6049289 in view of Hyatt, Jr. et al. U.S. Patent 5745044. 

I. GROUND OF REJECTION 9 (Claims 31-32 and 54-55) 

Claims 31-32 and 54-55 stand rejected under 35 U.S.C. § 103(a) as being uiqjatentable over 
Waggamon et al. U.S. Patent 6049289 in view of Brinkmeyer et al. U.S. Patent 583825 1 . 

J. GROUND OF REJECTION 10 (Claims 34-35) 

Claims 34-35 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over Waggamon et al. 
U.S. Patent 6049289 in view of Gonzales et al. U.S. Patent 5936544. 

K. GROUND OF REJECTION 11 (Claim 40) 

Claim 40 stands rejected under 35 U.S.C. § 103(a) as being unpatentable over Waggamon et al. 
U.S. Patent 6049289 in view of Henderson et al. U.S. Patent 4947163. 

L. GROUND OF REJECTION 12 (Claims 44-45) 

Claims 44-45 stand regected under 35 U.S-C. § 103(a) as being unpatentable over Waggamon et al. 
U.S. Patent 6049289 U.S. Patent 6570488 (?) in view of Henry et aL U.S. Patent 5774059. 

M, GROUND OF REJECTION 13 (Claim 58) 

Claim 58 stands rejected under 35 U.S.C. § 103(a) as being unpatentable over Kucharczyk et al. 
U.S. Patent 6300873 in view of Hyatt, Jr. et al. U.S. Patent 5745044. 
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ARGUME^nr 

A. I . Claims 1 » 8-1 1 , 14, 20, 22, 23 

Claim 1 (and similarly for Claims 8-11. 14, 20, 22 and 23) recites that the same key code 
(secondary key code) is transmitted to both the wireless communication device and the electronic 
locking device as a part of the synergistic combinarion of steps recited as a unified method for 
operating an electronic device using a wireless comraumcatton device. This secondary key code 
is generated fix)m a master key code, and the master key code is received from a master key 
supplier. 

In rejecting Claim 1, the Examiner states that the cited Kucharczyk reference teaches a 
method of providing an access code (secondary code) generated from a unique seed (master 
code) received by the server. The Examiner goes on to state that the cited reference also teaches 
transmitting the access code to the user and delivering the access code to the locking device. As 
Appellants will show in detail below, the details of how the secondary key code is generated per 
Claim 1 is different than what is taught by the cited reference, and will also show that the 
Examiner is improperly using 'snippets' of teachings from alternate embodiments to estabUsh all 
steps are taught by the cited reference, even though such 'snippet' teachings are for different 
ways/embodiments to accomplish something and do not co-act together in a uniform fashion. 

First, the cited reference does not teach generating a secondary key code from a master 
key code, where the master key code is received from a master key supplier. The Examiner 
appears to be reading Kuchaiczyk's server as reading on Ihe master key supplier; and 
Kucharczyk's access code as reading on the claimed secondary code. Per such an inteipretation, 
there is no "receiving" of a master key code from a master key supplier as the server uses a 
unique seed. This unique seed is not 'received'. While such difference may not seem to be of 
much import - it actually is in that something other than the master key supplier (server) is being 
used to generate the secondary key, per Claim 1, in that the master key code is received Jrom a 
master key supplier, and a secondary key code is generated from this (received) master key code. 
This can be seen in the preferred embodiment shown in Figure 1. where the key supplier is 

(Appeal Brief Page 12 of 47) 
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different fiom the master key supplier, and receives a master key code from such master key 
supplier. Per the Examiner's inteipretation of the cited reference, the server itself (the master key 
supplier, per the Examiner) generates a secondary key code - which is different from what is 
recited in Claim 1. 

Also of significance is that these codes are generated/stored in the electronic device at the 
time of manufecture (column 7, lines 54-59), with a repUca/copy of the codes being maintained 
in a server. Thus, even then there is no step of receiving a master key code from a master key 
supplier and generating a secondary key code from this (received) master key code, as expressly 
recited in Claim 1. 

Secondly, the Examiner is using one embodiment described in the reference as reading on 
part of the claim, and another embodiment to read on the remaining claim features. In particular, 
in one embodiment Kncharczyk teaches a server providing an access code to a delivery service 
via an internet connection such that the deUveiy service can use the access code to gain entry to a 
locked delivery box. The delivery box access codes are pre-stored at manufacture (Col. 7, lines 
43-65). In an alternate embodiment, access codes are issued sequentially to the delivery service, 
where a new access code is not issued until the previously issued access code has been used. 
This embodiment still uses pre-stored access codes within the locking device, as the reference 
states in describing another feature of this particular embodiment that once all available access 
codes have been used, the locking device may be initialized with a new set of access codes or the 
access codes may be recycled (Col. 8, lines 45-48). 

Perhaps more germane to the present claim, the cited reference also describes an alternate 
technique for delivering access codes, where the server "pushes' access codes to a locking device 
(Col. 9. lines 15-33). However, in this embodiment, the delivery service provides a tracking 
number of the package to be delivered to the server, who then pushes this same tracking number 
to the locking device to be used as the key code. In this embodiment, there is no transmission of 
a generated key code to both a wireless device and locking device, as the service provider (who 
will be subsequently using an access code to gain entry to the locking device) already has the 
access code (the tracking number) which they themselves provided to the server, where the server 
'pushes' such code to the locking device. TTius, there is no teaching of transmitting a generated 
access code to both a wireless device and a locking device, as claimed. 
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Another enor regarding the rejection of Claim 1 pertains to the claimed wireless 
communication device itself, where the secondary key code (which is transmitted to both the 
wireless communication device and locking device, per Claim 1) is used by the wireless 
communication device to operate the electronic lock. The Examiner cites the wireless link 
shown in FIG 7 of the cited reference as reading on this wireless device. However, this ^vireless 
device is used by the owner/user of the lock itself to exchange information with the server (Col. 
13. lines 6-10). While this remote access device may also be used by the owner to unlock to the 
lock itself without manually entering an access code (Col. 4, lines 36-56). the setting of this 
access code is manually provided by the owner of the lock and uploaded to a server (Col. 9, lines 
34-44). There is no teaching of generating a secondary key code from a master key code and 
transmitting this secondary key code to this owner-operated wireless communication device. 

Thus, it has been shown that Claim 1 is not anticipated by the cited reference, as every 
element of the claimed invention is not identically shown in a single reference'. 

A.2. Claim 15, 18, 24 

With respect to Claim 15 (and similarly for Claims 18 and 24), Appellants urge that the 
cited reference does not teach generating a secondary key code from a master key code received 
from a master key supplier, for reasons articulated above with respect to Claim 1. 

Still fiirther with respect to Claim 1 5 (and similarly for Claims 1 8 and 24), Appellants 
urge that the cited reference does not teach the claimed features associated with the wireless 
communication device itself. Per Claim 15, a secondary key code is transmitted to the wireless 
coDomunication device, and is used by the wireless communication device to operate the 
electronic locking device. In addition, a key code is received from this same wireless 
communication device, and this key code is authenticated based on the secondary key code. In 
rqecting Claim 15, the Examiner merely alleges that the cited reference teaches receiving a key 
code for operating the lock from a remote control unit at column 10, lines 65-67, which 
according to the Examiner implies authentication of the code in order to operate the lock. Even 
if such assertion is true, it does not establish that such authentication of the key code is based 



'a ''^1 ''^ '^^^ w anticipate in tcm^ of 35 US.C. 102, eveiy element of the claimed invention must be 
Identically shown in a smglc reference. In re Bond, 910 F.2d 831, 15 USPQ2d J 566 (Fed. Cir. 1990). 
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upon the secondary key code, as expressly recited in Claim 15. 

Further, there is no teaching of the claimed step of "transmitting a command to operate 
the electronic locking device is the key code is authentic", nor has the Examiner alleged any such 
teaching. 

Thus, Claim 15 is shovoi to have numerous steps/features not taught by the cited 
reference. As every claimed element is not identically shown in a single reference, it is shown 
that Claim 15 has been eironeously rejected under 35 USC 102. 

A.3. Claim 25 

With respect to Claim 25. AppeUants show that the cited reference does not teach the 
claimed feature of wherein the master key code is received via at least one networic. and wherein 
the at least one network is the Internet. In rejecting Claim 25, the Examiner cites Kucharczyk et 
al figure 5 as teaching this claimed feature. While Figure 5 does show an internet connection. 
Appellants urge that there is no teaching of use of such intemet connection to receive a master 
key code, for which a secondaiy key code is generated from, as claimed in Claim 25 (in 
combination with Claims 1 and 3, of which Claim 25 depends upon). Per the Examiner's own 
interpretation of the cited reference when rejecting Claim 1, the server itself generates a key code 
(the alleged secondary key code) from a unique seed (the alleged master code), so there would be 
no reason to transmit the master key code (the seed) from the server 30 across/on the intemet 38 
shown in Kucharczyk's Figure 5. Thus, Claim 25 has been erroneously rejected under 35 USC 
102 as every claimed elanent is not identically shown in a single reference. 

A.4. Claim 56 

With respect to Claim 56, Appellants show that the cited reference docs not teach the 
claimed feature of "third instructions for transmitting the secondary key code to the wireless 
communication device" (emphasis added by Appellants), wherein the secondary key code is 
transmitted from such wireless communication device to the electronic locking device to operate 
the electronic locking device. The Examiner states that Kucharczyk et al. teaches "transmitting 
the secondary key code to the electronic locking wherein the electronic locking device is 

operated in response to receiving the secondary key (col. 4, lines 38-50)" (emphasis added by 
Appellants). Appellants show that this assertion does not establish anticipation with respect to 
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Claim 56. Cla^m 56 recites both an electronic locking device AND a wireless comiDunication 
device. Of particular noteworthiness is the fact that Claim 56 recites that the secondary code is 
transmitted to the wireless communication device, whereas the Exatniner's assertion regarding 
the teaching of the cited reference is that the secondary code is transmitted to the electronic 
lo cking device . Thus, even assuming arguendo that the Examiner*s assertion is true, such 
assertion does not establish a teaching of the claimed element of "third instructions for 
transmitting the secondary key code to the wireless communication device, wherein the 
secondary key code is used by the wireless communication device to operate the electronic 
locking device". The Examiner's reasoning in rejecting Claim 56 makes no mention of the 
particular uses of a wireless conimunication device as expressly recited in Claim 56, and thus has 
failed to establish, or even allege, a teaching of all claimed elements recited in Claim 56. 

This claimed feature advantageously allows for transmitting the key to the wireless 
communication device such that it can subsequently be used by the wireless communication 
device to operate the electronic locking device. The cited reference does not teach such an 
intervening device (wireless communication device) that a key code is transmitted to. Thus, 
Claim 56 is shown to have been erroneously rejected under 35 U.S.C. § 102(e). 

A.5. Claim 57, 59-61, 64-66, 68-71 , 73, 74 

With respect to Claim 57 (and similarly for Claims 59-61, 64-66, 68-71, 73 and 74), 
Appellants show that the cited reference does not teach both receiving and transmitting of a 
secondary key code, as claimed. As to the claimed step of receiving the secondary key code, the 
Examiner cites Kucharczykctal. col. 5, lines 14-15. This passage states "A bar code entry unit 
is positioned on storage device 10 (e.g., in place of or in addition to access code entry unit 1 6) 
and is configured to pass the access code information included in the modulated laser.beam to a 
computer/controller unit of the access code entry unit". It thus appears that the phrase "to pass 
the access code information included in the modulated laser beam to a computer/controller unit 
of the access code entry unit" is being interpreted to read on the claim ed "receiving the secondary 
key code". However, as can be seen, since this access code has now been passed to the access 
code entry unit, there is no need for fiuther transmission of such code (it has already fulfiUed its 
purpose by being passed to the access code entry unit). So, there is no teaching of then 
transmitting this received secondary code, as claimed. The passage cited by the Examiner as 
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reading on such transmitting step (Kuchaiczyk et al col. 4. lines 38-50) merely teaches an 
alternate method of getting an access code into the access code entry unit. There is no teaching 
of both receiving AND transmitting an access code in cooperative fashion as recited in Claim 57. 
Therefore, Claim 57 is shown to not be anticipated by the cited reference. 

A.6. Claim 76, 77 

With respect to Claim 76 (and similarly for Claim 77). Appellants show that the cited 
reference does not teach the claimed steps of (i) "receiving, from a key supplier, a secondary key 
code for operating the electronic locking device, the secondary key code having been generated 
based on a master key code"; (ii) "receiving a key code from the wijeless communication 
device"; (iii) "authenticaHug the key code using the secondary key code"; and (jv) "operating the 
electronic locking device if the key code is authenticated". In rejecting Claim 76, the Examiner 
states that the cited reference teaches toee steps of "requesting a secondary key code. . 
"receiving the secondary key code. . and "transmitting the secondary key code" (see Office 
Action dated 6/15/2004, bottom of page 6 exten ding to the top of page 7). However, AppeUants 
show that Claim 76 recites fjcas. steps, including a step of authenticating the key code using the 
secondary key code. The Examiner has not alleged, and the cited reference does not teach, such 
authentication step. Specifically, the cited reference does not teach receiving of two different 
codes (a secondary key code and a key code) from two different sources (a key supplier and a 
wireless communication device), and authenticating one of the codes (the key code) using the 
other code (the secondary key code). Thus, Claim 76 (and similarly for Claim 77) is shown to 
have been erroneously rejected as every element of the claimed invention is not shown in a single 
reference. 

B. GROUND OF REJECTION 2 (Claims 2, 1 9, 21 , 63, 67 and 72) 
B.I. Claim 2, 21 

With respect to Claim 2 (and similarly for Claim 21), Appellants show that none of the 
cited references teach a secondary key code (which is transmitted to the electronic locking 
device) that includes a wireless communicalion dewier, identification portion (for which the 
secondary key code is transmitted to). In rejecting Claim 2. the Examiner states that Kucharczyk 
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in view of Bniwer teaches a device identification portion associated to the secondary code, citing 
col. 10, lines 45-48. Applicants show twofold error in such assertion. 

First, the Examiner is improperly using a reference (Bniwer) wiiich is not explicitly 
identified as heing a reference of record for which the 35 USC 103 rejection is based. The 
Examiner rejects Claitr* 2 under 35 USC 1 03 over Kucharczyk in view of Hyatt, and yet in the 
detailed discussion introduces a third reference (Bruwcr) of unknown origin. Thus, the Examiner 
is improperly using uncited and unknown references in rejecting CJaim 2 under 35 USC 103. 

Secondly, the alleged identification portion per column 10, lines 45-48 does not identify a 
wireless communication device, as expressly recited in Claim 2. Rather, such identification is 
with respect to a storage device (a storage device serial number) which has no wireless 
functionality. Hyatt's identification portion, as cited by the Examiner at col. 4, lines 52-59 is 
with respect to codes stored in an EEPROM, and is not a part of a secondary key code that is 
transmitted to both a v^dreless communication device and an electronic locking device, as 
expressly recited in Claim 2. Thus, Claim 2 is shown to have been erroneously rejected as a 
prima facie case of obviousness has not been estabhshed by the Examiner^. 

The features of Claim 2 advantageously provide for identification of an authorized 
wireless communication device for sending the secondary key code. For example, when the 
secondary key code is transmitted by the wireless communication device, the wireless 
communication device may also transmit a device identifier that is then compared to the device 
identifier encoded in the secondary key code. The electronic locking device will be operated if 
the two identifiers match. In this way, third parties that may have copied the secondary key code 
fix>m the authorized wireless commimication device will not be able to operate the electronic 
locking device (Specification page 26, line 31 - page 27, line 16). 

B,2- Claim 19 

* In rejectbg chiins under 35 U.S.C. Section 103, the examiner bears the initial burden of presenting a prima facie 
case of obviousness. In re Oetiker, 977 F.2d 1443, 1445, 24 USPQ2d 1443, 1444 (Fed Cir. 1992). Only if that 
burden is met, does the burden of coming forward with evidence or argument shift to the applicant. Id ^'A prima 
facie case of obviousness is established when the teachings from the prior art itself would appear to have suggested 
the claimed subject matter to a person of ordinary skill in the art" In re Bell, 991 F.2d 781, 782, 26 USFQ2d 1529, 
1531 (Fed Cir. 1993) (quoting /n re /V«e/rarr, 531 F.2d 1048, 1051, 189USPQ 143. 147(CCPA 1976)). If the 
examiner fails to establish a prima fecic case, the rejection is ittq>roper and will be overturned, fn re Fine, 837 F.2d 
1071, 1074, 5 USPQ2d 159^, 1598 (Fed Cir, 1988). 
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As to Claim 19, Appellants urge that none of the cited references teach or suggest the 
claimed steps identified above regarding the improper rejection of Claim 15 (of which Claim 19 
ultimately depends upon, and thxis incorporates by reference thereto): Thus, a prima facie case of 
obviousness has not been estabhshed with respect to Claim 19, and such claim is thus shown to 
have been erroneously rejected under 35 USC 1 03. 

Appellants also show that the Examiner is improperly using a reference (Bniwer) which 
is not explicitly identified as being a reference of record for which the 35 USC 103 rejection is 
based. The Examiner rejects Claim 19 under 35 USC 103 over Kucharczyk in view of Hyatt, and 
yet in the detailed discussion introduces a third reference (Bniwer) of unknown origin. Thus, the 
Examiner is improperly using uncited and unknown references in rejecting Claim 19 under 35 
USC 103. 

£•3. Claim 63 

As to Claim 63, Appellants urge that none of the cited references teach or suggest the 
claimed features recited in Claim 58 (of which Claim 63 depends upon, and thus incorporates by 
reference thereto) - specifically, a secondary key code that includes a secondary key code portion 
and a wireless communication device identification portion that identifies the wireless 
communication device. Nor has the Examiner alleged any such teaching or suggestion in 
rejecting Claim 63. Thus, a prima facie case of obviousness has not been established with 
respect to Claim 63, and such claim is thus shown to have been erroneously rejected under 35 
USC 103. 

B.4. Claims 67, 72 

As to Claim 67 (and similarly jbr Claim 72), Appellants urge that none of the cited 
references teach or suggest the claimed steps identified above regarding the improper rqection of 
Claim 66 (of which Claim 67 depends upon, and thus incorporates by reference thereto). Thus, a 
prima facie case of obviousness has not been established with respect to Claim 67, and such 
claim is thus shown to have been erroneously rejected under 35 USC 103. 

Appellants further traverse the rejection of Claim 67 by showing that none of the cited 
references teach or suggest a secondary key code that includes a secondary key code portion and 
at least a portion of the master key code of which the generation of the secondary key code was 
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based upon. Nor has the Examiner alleged any such teaching or suggestioTi. Thus, Qaim 67 is 
further shown to not be obvious in view of the cited refer^aices, as a prima facie case of 
obviousness has not been established by the Examiner, 

C. GROUND OF REJECTION 3 (Claims 3-4 and 26^28) 

C. l. Claims 3-4, 26-28 

As to Claims 3-4 (and similarly for Claims 26-28), Appellants urge that none of the cited 
references teach or suggest the claimed steps identified above regarding the improper rejection of 
Claim 1 (of which Claims 3-4 depend upon, and thus incorporate by reference thereto). Thus, a 
prima facie case of obviousness has not been established with respect to Claims 3-4 (and 
similarly for Claims 26-28), and such claims are thus shown to have been erroneously rejected 
under 35 use 103. 

D. GROUND OF REJECTION 4 (Claims 6-7) 

D. l. Claims 6-7 

As to Claim$ 6-7, Appellants urge that none of the cited references teach or suggest the 
claimed steps identified above regarding the improper rejection of Claim 1 (of which Claims 6-7 
depend upon, and thus incoiporate by reference thereto). Thus, a prima facie case of obviousness 
has not been established with respect to Claims 6-7, and such claims are thus shown to have been 
erroneously rejected under 35 USC 1 03. 

E. GROUND OF REJECTION 5 (Claim 12) 
E*1. Claim 12 

As to Claim 1 2, Appellants urge that none of the cited references teach or suggest the 
claimed steps identified above regarding the improper rejection of Claim 1 (of which Claim 12 
depends upon, and thus incorporates by reference thereto). Thus, a prima facie case of 

obviousness has not been established with respect to Claim 12, and such claims are thus shown 
to have been erroneously rejected under 35 USC 1 03. 

Appellants also show that the Examiner is improperly using a reference (Bruwcr) which 
is not exph'citly identified as being a reference of record for which the 35 USC 103 rejection is 
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based. The Examiner rejects Claim 12 un der 35 USC 103 over Kucharc^yk in view of Hyatt, and 
yet in the detailed discussion introduces a third reference (Bruwer) of unknown origin. Thus, the 
Examiner is improperly using uncited and unknown references in rejecting Claim 12 under 35 
use 103. 

F. GROUND OF REJECTION 6 (Claims 16-17) 

F. l. Claims 16-17 

As to Claims 16-17, Appellants urge that none of the cited references teach or suggest the 
claimed steps identified above regarding the improper rejection of Claim 1 5 (of which Claims 
1 6-17 depend upon, and thus incorporate by reference thereto). Thus, a prima facie case of 
obviousness has not been established with respect to Claims 16-17, and such claims are thus 
shown to have been erroneously rejected under 35 USC 103. 

Appellants also show that the Examiner is improperly using a reference (Biuwer) which 
is not explicitly identified as being a reference of record for wliich the 35 USC 103 rejection is 
based. The Examiner rejects Claims 16 and 17 under 35 USC 103 over Kucharczyk in view of 
Hyatt, and yet in the detailed discussion introduces a third reference (Bruwer) of unknown origin- 
Thus, the Examiner is improperly using uncited and unknown references in rejecting Claims 16 
andl7under35USC103. 

G. GROUND OF REJECTION 7 (Claims 29, 36-39, 4M3 and 46-53) 
GA. Claims 29, 37-39, 48, 50-51 and 53 

Claim 29 (and similarly for Claims 37-39, 48, 50-51 and 53) recites both a wireless 
communication device and an electronic locking device. A secondary key code, generated fTX)m a 
master key code received from a master key supplier, is transmitted to the wireless 
communication device and used by the wireless communication device to operate the electronic 
locking device. In addition, Claim 29 recites a "second means for transmitting the secondary key 
code to the electronic locking device using at least one of a wired communication link and 
wireless communication link". The first means for transmitting transmits the secondary key code 
to the wireless communication device, and the second means for transmitting transmits the 
secondary key code to the electronic locking device. Thus, Claim 29 recites transmitting the 
secondary key code to both the wireless communication device AND the electronic locking 
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device. This is shown in Appellants' preferred embodiment at Figure 1 , elements 1 14 (wireless 
device) and U6 (electronic locking device), Figure 6 reference number 630 (transmit key code to 
wireless device), and Figure 5B reference number 565 (transmit key code to electronic locking 
device). Appellants show that the cited Waggamon passage (Figure 1) only teaches transmission 
of a code to a single receiver device 42 (Waggamon Col. 4, lines 3-6). To overcome such 
deficiency in teaching, the Examiner cites Kucharcz>4c a$ teaching generating a secondary key 
code from a master key code and transmitting the master key code to the locking device. 
However, thi s does not establish any teaching or suggestion of transmitting the same generated 
key to two different devices - a wireless device and an electronic locking device - as expressly 
recited in Claim 29. Thus, a prima facie case of obviousness has not been established with 
respect to Claim 29 (and similarly for Claims 37-39, 48, 50-51 and 53). 

G.2. Claim 36 

With respect to Claim 36, Appellants initially show error in the rejection of such claim 
for reasons given above regarding Claim 29 (of which Claim 36 depends upon). Appellants 
further show error in the rejection of Claim 36 by showing an improper accounting for the 
claimed wireless communication device. In rejecting Claim 29, the Examiner states that 
Waggamon's element 42 reads on the claimed wireless commxmication device (for which a 
secondary code is transmitted to), and yet in rejecting Claim 36 the Examiner states that 
Waggamon's element 40 reads on the claimed wireless communication. Since Claim 36 depends 
upon Claim 29, and thus includes all the claimed features of Claim 29 m addition to the features 
recited in Claim 36, it is shown to be in^)roper to change to interpretation of the teachings of 
Waggamon when analyzing Claims 29 and 36. If Waggamon's element 42 is alleged to read on 
the claimed wireless communication device when rejecting Claim 29, it is improper to change 
this position when analyzing Claim 36 and say that instead, Waggamon's element 40 reads on the 
clauncd wireless communication device. In addition, there is no secondary key code transmitted 
to Waggamon's element 40, and thus element 40 does not teach or suggest a first means for 
transmitting the secondary key code to such device 40. Thus, Claim 36 is shown to have been 
erroneously rejected. 
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Claim 41 

With respect to Claim 41, Appellaiits initially show error in such claim rejection for 
reasons given above regarding Claim 29 (of which Claim 41 depends upon). Appellants further 
show error in that none of the cited references teach or suggest the claimed feature of 'Nvherein 
the electronic locking device is preprogrammed to accept the secondary key code". In rejecting 
Claim 41, the Examiner states that Waggaraon teaches this at Col. 6, lines 41-44. Appellants 
show that there, Waggamon states: 

"During the leam mode, the receiver 42 intercepts the thirty-two bit 
hopping code and the twenty-four bit serial number from the transmitter 40. The 
twenty-four bit serial number (received from the transmitter) and the sixty-four bit 
manufacturer's key (stored in the receiver at the factory) are then used to 
independently generate a sixty-four bit "secret key" that is identical to the sixty- 
four bit "secret key" of the particular transmitter." 

As can be seen, this passage states that a hopping code and serial number are intercepted by the 
receiver, which then generates a secret key. The Examiner has previously stated, in rejected 
Claim 29, the Waggamon's secret key reads on the claimed "secondary key code**. Appellants 
show Waggamon*s receiver is not preprogrammed to accept the secret key. Rather, Waggamon 
teaches that the secret key is independently generated within the receiver, and thus does not 
accept the secret key, as claimed. Thus, Claim 41 is further shown to have been erroneously 
rejected. 

GA. aaim42 

With respect to Claim 42, Appellants show error in such rejection by showing that such 
claim recites 'Svherein the second means for transmitting the secondary key code to the electronic 
locking device performs the transmission at a remote time from transmitting the secondary key 
code to the wireless communication device." As can be seen, this claim recites a second means 
for transmitting the secondary key code, such code being transmitted to both an electronic 
locking device and a wireless communication device, and the transmitting to the electronic 
device is done at a remote time from transmitting to the wireless communication device. 
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In rejecting Claim 42, the Exatniner states that Waggamon's wireless communication 
device transmits the secondary code to the receiver of the locking device (figure 2) and the key 
code is decoded and transmitted to the drive mechanism (64) of the lock of the garage door at a 
different time than when the secondary code was transmitted to the receiver. The Examiner then 
states that Kucharczyk teaches generating a secondary key code from a master key code and 
transmitting the access code to the locking device; transmitting the access code to the user; and 
using a wireless conununication device to operate the locking device. The Examiner then 
acknowledges there is no teaching of transmitting the secondary key code to the locking device at 
a remote time from the transmitting of the key code to the locking device, and then makes an 
unsubstantiated statement that one skilled in the art ^recognizes* that transmitting the key code to 
the locking device prior to transmitting the key code to the wireless device ensures that the 
locking device ha$ the secondary key code in its memory before the secondary key code is 
transmitted by the transmitter. However, the Examiner provides no evidentiary or other basis for 
establishing why this assertion is true. Appellants urge that the fact that a prior art device could 
be modified so as to produce the claimed device is not a basis for an obviousness rejection unless 
the prior art suggested the desirability of such a modification. In re Gordon^ 733 F,2d 900, 221 
USPQ 1 125 (Fed. Cir. 1984), There is simply no suggestion of any desire for such modification 
in the cited references. 

In any event, Appellants show that even assuming this assertion is true, it does not teach 
or suggest what is being claimed in Claim 42. Claim 42 recites that a single fimctional element 
C'second means for transmitting") transmits the same thing ("secondary key code") to two 
different fimctional elements ("electronic locking device" and '"wireless communication device. 
Per the Examiner's assertion^ two fimctional elements are used for transmitting (" Vireless 
communication device transmits the secondary code to the receiver"; receiver decodes and 
transmits the results of a decoding operation to lock drive mechanism). That is the first 
difference - the claim uses a single fimctional element to perform two transmits whereas the 
cited references use two elements to transmit in a daisy-chain fashion (the first item transtnits to 
the second item, which then transmits to a third item). 

Further, Claim 42 recites that the same thing ("secondary key code") gets transmitted to 
both the wireless communication device and the electronic locking device. What gets 
transmitted between Waggamon's transmitter (40) and receiver (42) is different &om what gets 
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transmitted between Waggamon's receiver (42) and lock drive mechanism. Specifically, 
Waggamon transmits a hopping code and serial number from the transmitter to the receiver (Col. 
5, lines 50-55; Figure 7a). Neither the hopping code or the serial number are transmitted 
between the receiver and lock drive mechanism. Rather, the hopping code is decrypted within 
the receiver, and a series of checks are performed on the decrypted code to determine code 
validity. If one of the stored secret keys successfully decrypts the received hopping code, the 
drive mechanism is activated (Waggamon Col, 7» Unes 26-56), There is simply no teaching of a 
second means for transmitting the secondary key code, such code being transmitted to both an 
electronic locking device an^ a wireless communication device, and the transmitting to the 
electronic device is done at a remote time from transmitting to the wireless communication 
device. Nor does the cited Kucharczjdc reference overcome such deficiency in 
teaching/suggestion. Thus, Claim 42 is shown to have been erroneously rejected under 35 USC 
103 as a prima facie case of obviousness has not been pmperly established by the Examiner. 

G.5. Claims 43, 46 and 52 

As to Claim 43 (and similarly for Claims 46 and 52), Appellants urge that none of the 
cited references teach or suggest the claimed steps identified above regarding the improper 
rejection of Claim 15. Thus, a prima facie case of obviousness has not been established with 
respect to Claim 43, 46 and 52, and such claims are thus shown to have been erroneously rejected 
under 35 USC 103. 

G.6. Qaim 47 

With respect to Claim 47, Appellants initially show error in such claim rejection for 
reasons given above regarding Claim 43 (of which Claim 47 ultimately depends upon). Further 
with respect to Claim 47, Appellants show that this claim recites a key code table that includes an 
entry for the electronic locking device, and the entry includes (i) one or more of a valid secondary 
key code, (ii) activation/expiration information, and (lii) wireless commumcation device 
identification information. In rejected Claim 47, the Examiner merely alleges that Waggamon 
teaches **the entry for the locking device includes device identification information (col. 4, lines 
58-59)". Appellants show that Claim 47 recites that the entry includes the items (i), (ii) and (iii) 
hsted above, and this cited Waggamon passage does not teach these three items for an electronic 
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locking device entry. Rather, this passage merely states *The inputs to the notdiaear functioB are 
(a) the unique twenty-four bit "manufacturer key" and the serial number lo generate a unique 
sixty-four bit "secret key** which is stored in the transmitter. This passage does not teach or 
suggest any type of entry for an electronic locking device, but rather the details of numbers stored 
in the transmitter (see also Waggamon Figure 3). In addition, there is no teaching of any type of 
activation/expiration infonnation, as expressly recited in Claim 47. Thus, Claim 47 is further 
shown to have missing claimed elements, and thus has been erroneously rejected as a proper 
prima facie showing of obviousness has not been established by the Examiner. 

G.7. Claim 49 

With respect to Claim 49, Appellants urge that none of the cited references teach or 
suggest the claimed features recited in Claim 30 (of which Claim 49 depends upon, and thus 
incorporates by reference thereto) - specifically, a secondary key code that includes a secondary 
key code portion, an activation/expiration portion^ a wireless communication device 
identification portion that identifies the wireless communication device, a time of issue portion, 
and a time of last use portion. Nor has the Examiner alleged any such teaching or suggestion in 
rejecting Claim 49. hi rejecting Claim 49, the Examiner merely states tliat Waggamon teaches 
encoding of the secondary code at col. 5., lines 10-12, Appellants show that such assertion does 
not establish a teaching of encoding all the items recited in Claim 49, as listed above. Thus, 
Claim 49 is shown to have been erroneously rejection as a prima facie case of obviousness has 
not been established by the Examiner. 

H- GROXJND OF REJECTION 8 (Claim 30} 
Claim 30 

As to Claim 30, Appellants urge that none of the cited references teach or suggest the 
claimed features identified above regardi_ng the improper rejection of Claim 2. Thus, a prima 
fecie case of obviousness has not been estabUshed witli respect to Claim 30, and such claim is 
thus shown to have been en^neously rejected Linder 35 USC 103. 
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L GROUND OF REJECTION 9 (Claims 31-32 and 54-55) 
LI. Claims 31-32 and 54-55 

As to Claims 31-32 and 54-55, Appellants urge that none of the cited references teach or 
sugg^t the claimed features identified above regarding the improper rejection of Claim 29 (of 
which Claims 31-32 and 54-55 depend upon, and thus incorporate by reference thereto). Thus, a 
prima facie case of obviousness has not been established with respect to Claims 31-32 and 54-55, 
and such claims are thus shown to have been erroneously rejected under 35 USC 103. 

J. GROUND OF REJECTION 1 0 (Claims 34-35) 
J.l. Claims 34-35 

As to Claims 34-35, Appellants urge that noi>e of the cited references teach or suggest the 
claimed features identified above regarding the improper rejection of Claim 29 (of which Claims 
34-35 depend upon, and thus incorporate by reference thereto). Thus, a prima facie case of 
obviousness has not been established with respect to Claims 34-35, and such claims are thus 
shown to have been erroneously rejected under 35 USC 103. 

IC GROUND OF REJECTION 1 1 (Claim 40) 
ICl, CMiti40 

As to Claim 40, Appellants urge that none of the cited references teach or suggest the 
claimed features identified above regarding the improper rejection of Claim 29 (of which Claim 
40 depends upon, and thus incorporate by reference thereto). Thus, a prima facie case of 
obviousness has not been established with respect to Claim 40, and such claim is thus shovsm to 
have been erroneously rejected under 35 USC 103. 

L. GROUND or REJECTEON 12 (Claims 44-45) 
L.I. Claims 44-45 

As to Claims 44-45, Appellants urge that none of the cited references teach or suggest the 
claimed features identified above regarding the improper rejection of Claim 43 (of which Claims 
44-45 depend upon, and thus incorporate by reference thereto). Thus, a prima facie case of 
obviousness has not been established with respect to Claims 44-45 , and such claims are thus 
shown to have been erroneously rejected under 35 USC 103. 
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M. GROUND OF REJECTION 13 (Claim 58) 
MA. Claim 58 

As to Claim 58, Appellants urge that none of the cited references teach or suggest the 
claimed features identified above regarding the improper rejection of Claim 57 (of which Claim 
58 depends upon, and thus incorporates by reference thereto). Thus, a prima fecie case of 
obviousness has not been established with respect to Claim 58, and such claims arc thus shown 
to have been errotieously rejected under 35 USC 103. 

Still further with respect to Claim 58, Appellants urge that none of the cited references 
teach or suggest a secondary key code (which is transmitted to the electronic locking device) that 
includes a wireless conununication device identification portion (for which the secondary key 
code is transmitted to). In rejecting Claim 58, the Examiner states that Kucharczyk teaches a 
device identification portion associated to the secondary code, citing col, 10, lines 45-48. 
Appellants urge that the alleged identification portion per Kucharczyk column 10, lines 45-48 
does not identify a v/ireless conununication device, as expressly recited in Claim 58. Rather, 
such identification is with respect to a storage device (a storage device serial number) which has 
not wireless fimctionality. Therefore, the Examiner has failed to establish a prima facie showing 
of obviousness with respect to Claim 58, and accordingly such claim has been eironeously 
rejected under 35 U.S.C. 103. 

As a final matter, it is shown that the Examiner has provided no statutory basis for the rejection 
of Claims 13, 62, 75 or 78 even though such claims are listed on the Office Action Summary 
Page as being finally rejected. As no specific statutory basis has been given by the Examiner for 
finally rejecting such claims. Appellants urge that such claims have been improperly finally 
rejected. 
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In conclusion. Appellants have shown numerous and substantial enxtrs in the Examiner's 
rejection of all pending claims in this case, and requests that the Board reverse such rejections. 



DukeW.Yee ^ K 
Reg. No. 34,285 
Wayne P. Bailey 
Reg. No. 34,289 

YEE & ASSOCIATES, P.C. 

PO Box 802333 
DaUas,TX 75380 
(972) 385-8777 
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CLAIMS APPENDIX 
The text of the claims involved in the appeal are: 

1. A method of operating an electronic locking device using a wireless communication 
device, comprising: 

receiving a master key code from a master key supplier; 

generating a secondary key code from the master key code; 

transmitting the secondary key code to the wireless communication device; and 

transmitting the secondary key code to the electronic locking device, wherein the 
secondary key code is used by the wireless communication device to operate the electronic 
locking device in lieu of by a tangible device. 

2. The method of claim 1, wherein the secondary key code includes a secondary key code 
portioU) an activation/ expiration portion, a wireless communication device identification portion 
that identifies the wireless conununication device, a time of issue portion, and a time of last use 
portion. 

3. The method of claim 1, wherein the master key code is received via at least one network. 

4. The method of claim 1, fiirther comprisiDg: 

sending a master key code request to the master key supplier, the master key code request 
identifying one or more of a key supplier identifier, a product code of the electronic locking 
device, an electronic certificate, and a password. 
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6. The method of claim 1. wherein transmitting the secondary key code to the electroTjic 
locking device includes transmitting the secondary key code based on a network address of the 
electronic locking device, 

7. The method of claim 1, wherein transmitting the secondary key code to the electronic 
locking device includes broadcasting the secondary key code along with an identifier of the 
electronic locking device. 

8. The method of claim 1, wherein the wireless communication device is one of a personal 
digital assistant, a two-way pager, a mobile telephone device, a wireless transmitter, a handheld 
computer, a laptop computer, and a Bluetooth™ enabled device. 

9. The method of claim 1 , wherein transmitting the secondary key code to the wireless 
communication device includes transmitting the secondary key code using at least one of a 
wireless communication link and a wired communication link. 

10. The method of claim 1 , wherein transmitting the secondary key code to the wireless 
communication device includes transmitting the secondary key code as an attachment to an 
electronic mail message. 
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1 1 . The method of claim 1 0, wherein the electronic mail message is sent to the wireless ^ 
comtriunication devi ce at a remote time jBnom use of the secondary key code to operate the 
electronic locking device. 

1 2. Th& method of claim 1, further comprising receiving a confirmation message from the 
electronic locking device confirming reprogramming of the electronic locking device to accept 
the secondary key code. 

13. The method of claim 1, wherein the electronic locking device is preprogrammed to accept 
the secondary key code. 

14. The method of claim 1, wherein transmitting the secondary key code to the electronic 
locking device is perfonned at a remote time from transmitting the secondary key code to the 
wireless conmiunication device. 

15. A method of operating ait electronic locking device using a wireless conamunication 
device, comprising: 

receiving a master key code from a master key supplier; 
generating a secondary key code from the master key code; 

transmitting the secondary key code to the wireless communication device, wherein the 
secondary key code is used by the wireless communication device to operate the electronic 
locking device in Ueu of by a tangible device; 

receiving a key code from the wireless commimication device; 
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authenticating the key code based on the secondary key code; aod 
transmitting a command to operate the electronic locking device if the key code is 
authentic. 

16. The method of claim 15, further comprising: 

determining if a number of attempts to operate the electronic locking device within a 
predetermined period of time exceeds a threshold; and 

placing the electronic locking device in a safety mode if the number of attempts exceeds 
the threshold. 

17. The method of claim 16, wherein the safety mode is one of a slow down mode and a 
jfireeze mode. 

1 8. The method of claim 15, wherein authenticating the key code includes performing a 
comparison of the key code to information stored in a key code table. 

19. The method of claim 18, wherein the key code table includes an entry for the electronic 
locking device, and wherein the entry includes one or mor« of a valid secondary key code, 
activation/expiration infonnation, and wireless communication device identification information. 

20. The method of claim 1, wherein the wireless communication device is a wireless 
communication device owned by a user. 
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21. The method of claim 2, wherein the secondary key code portion, the activation/expirati 
portion, the wireless communication device identification portion, the time of issue portion, and 
the time of last use portion are encoded. 

22. The method of claim 1, further comprising maintaining a record of secondary key codes 
used to access the electronic locking device. 

23. The method of claim 1, wherein generating a secondary key code from the master key 
code includes at least one of using a random number generator, using a key code algorithm, and 
using one of a plurality of key code generator algorithms chosen in a random or pseudo-random 
manner. 

24. The method of claim 15, wherein autlicnttcating the key code based on the secondary key 
code includes determining an acti vation/expiration time of the secondary key code and 
detemiining if a current time is within the activation/expiration time. 

25. The method of claim 3, wherein tlie at least one network is the Internet. 

26. The metliod of claim 1, further comprising: 
polling the electronic locking device; and 

receiving status infomation from the electronic locking device in response to polling the 
electronic locking device. 
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27. The method of claim 26, wherein the status information includes at least one of a current 
status of the electronic locking device, a time at which operation of the electronic locking device 
was last attempted, a key code last used to attempt to operate the electronic locking device, and a 
wireless communication device identifier of a wireless communication device last used to 
attempt to operate the electronic locking device. 

28. Hie method of claim 26, further comprising operating the electronic locking device based 
on the received status information. 

29. An apparatus for operating an electronic locking device using a wireless communication 
device, comprising: 

means for receiving a master key code from a master key supplier; 

means for genwating a secondary key code from the master key code; end 

first means for transmitting the sccondaiy key code to the wireless communication 
device, wherein the secondary key code is used by the wireless communication device to operate 
the electronic locking device in lieu of by a tangible device; and 

second means for transmitting the secondary key code to the electronic locking device 
using at least one of a wired communicatioji link and wireless communication link. 

30. An ajyparatus for operating an electronic locking device using a wireless communication 
device, conqnising: 

means for receiving a master key code fi om a master key supplier; 
means for generating a secondary key code from the master key code; and 
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first means for transmitting the secondary key code to the wireless communicatjon 
device, wherein the secondary key code is used by the wireless conimunication device to operate 
the electronic locking device in lieu of by a tangibJe device, wherein the secondary key code 
includes a secondary key code portion, an activation/expiration portion, a wireless 
communication device identification portion that identifies the wireless communication device, a 
time of issue portion, and a time of last use portion. 

31. The apparatus of claim 29, wherein the master key code is received from the master key 
supplier via at least one network . 

32. The apparatus of claim 29, further comprising: 

means for sending a master key code request to the master key supplier, the master key 
code request identifying one or more of a key supplier identifier, a product code of the electronic 
locking device, an electronic certificate, and a password. 

34. The apparatiis of claim 29, wherein the second means for transmitting the secondary key 
code to the electronic locking device includes means for transmitting the secondary key code 
based on a network address of the electronic locking device. 

35. The apparatus of claim 29, wherein ti^e second means for transmitting the secondary key 
code to the electronic locking device includes means for broadcasting the secondary key code 
along with an identifier of the electronic locking device. 
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36. The apparatus of claim 29, wherein the wrcless communication device is one of a 
personal digitaJ assistant, a two-way pager, a mobile telephone device, a wireless transmitter, a 
handheld computer, a laptop computer, and a Bluetooth™ enabled device, 

37. The apparatus of claim 29, wherein the first metms for transmitting the secondary key 
code to the wireless communication device includes means for transmitting the secondary key 
code using at least one of a wireless communication link and a wired communication link. 

38. The apparatus of claim 29, wherein the first means for transmitting the secondary key 
code to the wireless communicatioii device includes means for transmitting the secondary key 
code as an attachment to an electronic mail message. 

39. The apparatus of claim 38, wherein the electronic mail message is sent to the wireless 
communication device at a remote time from use of the secondary key code to operate the 
electronic locking device, 

40. The apparatus of claim 29, further comprising means for receiving a confirmation 
message from the electronic locking device confirming reprogramming of the electronic locking 
device to accept the secondary key code. 

4h The apparatus of claim 29. wherein the electronic locking device is preprogrammed to 
accept the secondary key code. 
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42. The apparatus of claim 29, wherein the second means for transmitting the secondary key 
code to the electronic locking device perfonns the ti-aasmission at a remote time from 
transmitting the secondary key code to the wireless communication device. 

43. An apparatus for operating an electronic locking device using a wireless communication 
device, comprising: 

nieans for receiving a master key code fh)m a master key supplier; 

means for generating a secondary key code from the master key code; 

fijst means for transmitting the secondary key code to the wireless communication 
device, wherein the secondary key code is used by the wireless communication device to operate 
the electronic locking device in lieu of by a tangible device; 

means for receiving a key code from the wireless communication device; 

means for authenticating the key code based on the secondary key code; and 

means for transmitting a command to operate the electronic locking device if the key code 
is authentic. 

44. The apparatus of claim 43, further comprising: 

means for determining if a number of attempts to operate the electronic locking device 
within a predetermined period of time exceeds a threshold; and 

means for placing the electronic locking device in a safety mode if the number of 
attempts exceeds the threshold. 
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45. The apparatus of claim 44, wherein the safety mode is one of a slow down mode and a 
freeze mode. 

46. The apparatus of claim 43, wherein the means for autlienti eating the key code includes 
means for performing a comparison of the key code to information stored in a key code table. 

47. The apparatus of claim 46, wherein the key code table includes an entry for the electronic 
locking device, and wherein the entry includes one or more of a valid secondary key code, 
activation/expiration information, and wireless communication device identification information. 

48. The apparatus of claim 29, wherein the wireless communication device is a wireless 
communication device owned by a user. 

49. The apparatus of claim 30, wherein the secondaiy key code portion and the one or more 
of a master key code portion, an activation/expiration portion, a wireless communication device 
identification portion, a time of issue portion, and a time of use portion are encoded. 

50. The apparatus of claim 29, further comprising means for m aintaining a record of 
secondary key codes used to access the electronic locking device. 

5 1 . The apparatus of claim 29, wherein the means for gcnemting a secondary key code from 
the master key code includes at least one of using a random number generator, using a key code 
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algorithm, and using one of a plurality of key code generator algoritbrdS chosen in a random or 
pseudo-random manner. 

52, The apparatus of claim 43, wherein the means for authenticating the key code based on 
the secondary key code includes determining an activation/expiration time of the secondary key 
code and determining if a current time is within the activatioD/expiration time. 

53, The apparatus of claim 3 1 , wherein the at least one network is the Internet. 

54, The apparatus of claim 29, further comprising: 
means for polling the electronic locking device; and 

means for receiving status information from the electronic locking device in response to 
polhng the electronic locking device. 

55, The apparatus of claim 54, wherein the status information includes at least one of a 
current status of the electronic locking device^ a time at which operation of the electronic locking 
device was last attempted, a key code last used to attempt to operate the electronic locking 
device, and a wireless communication device identifier of a wireless communication device last 
used to attempt to operate the electronic locking device. 

56, A computer program product in a computer readable medium for operating an electronic 
locking device using a wireless communication device, comprising: 

first instructions for receiving a master key code from a master key supplier, 
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second instructions for generating a secondary key code from the master key code; and 
third instructions for transmitting the secondary key code to the wireless communication 
device, wherein the secoadaiy key code is transmitted from the wireless communication device 
to the electronic locking device to operate the elech-onic locking device. 

57. A method of operating an electronic locking device using a wireless communication 
device, comprising: 

requesting a secondary key code from a key code supplier; 

receiving the secondary key code associated with the electronic locking device, the 
secondary key code having been generated based on a master key code; and 

transmitting the received secondary key code to the electronic locking device, wherein tlie 
electronic locking device is operated in response to receiving the secondary key code* 

58» The method of claim 57, wherein the secondary key code includes a secondary key code 
portion and a wireless communication device identification portion that identifies the wireless 
communication device. 

59. The method of claim 57, wherein the wireless communication device is one of a personal 
digital assistant, a two-way pager, a mobile telephone device, a wireless transmitter, a handheld 
computer, a laptop computer, and a Bluetooth'"^ enabled device. 

60. The method of claim 57, wherein receiving the secondary key code includes receiving the 
secondary key code as an attachment to an electronic mail message. 
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6\. The method of claim 60, wherein the electronic mail message is received at a remote time 
from use of the secondary key code to operate the electronic locking device. 

62. The method of claim 57, wherein the electronic locking device is preprogrammed to 
accept the secondary key code. 

63. The method of claim 58, wherein the secondary key code portion and the wireless 
comtnunication device identification portion are encoded. 



64. The method of claim 57, further comprising: 
detennining if a delete command is received; and 

deleting the secondary key code from a key storage if a delete command is received. 

65. The method of claim 64, wherein the delete command is received from one of a key 
supplier and the electronic locking device. 

66. A wireless communication apparatus for operating an electronic locking device, 
comprising: 

means for requesting a secondary key code from a key code supplier; 
means for receiving the secondary key code associated with the electronic locking device, 
the secondary key code having been generated based on a master key code; and 
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means for transmitting the received secondary key code to the electronic locking device, 
wherein the electronic locking device is operated in response to receiving the secondary key 
code. 

67. The wireless communication apparatus of claim 66, wherein the secondary key code 
includes a secondary key code portion and at least a portion of the master key code. 

68. The wireless communication apparatus of claim 66, wherein the wireless corrnnunication 
apparahis is one of a personal digital assistant, a two-way pager, a mobile telephone device, a 
wireless transmitter, a handheld computer, a laptop computer, and a Bluetooth™ enabled device. 

69. Jhe wireless commum'cation apparatus of claim 66, wherein the means for receiving the 
secondary key code includes means for receiving the secondary key code as an attachment to an 
electronic mail message. 

70. The wireless communication apparatus of claim 69, wherein the electronic mail message 
is received at a remote time from use of the secondary key code to operate the electronic locking 
device. 

71. The wireless communication apparatus of claim 66, wherein the electronic locking device 
is preprogrammed to accept the secondary key code. 
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72. The wireless communication apparatus of claim 67, whereiu the secondary key code 
portion and the master key code portion are encoded. 

73. The wireless commimication apparatus of claim 66, further comprising: 
means for determining if a delete command is received; and 

means for deleting the secondary key code from a key storage if a delete command is 
received. 

74. The wireless communication apparatus of claim 73, wherein the delete command is 
received from one of a key supplier and the electronic locking device. 

75. A computer program product in a computer rea'dable medium for operating an electronic 
locking device^ comprising: 

first instructions for requesting a secondary key code from a key code supplier; 

second instructions for receiving the secondary key code associated with the electronic 
locking device, the secondary key code having been generated based on a master key code; and 

third instructions for transmitting the secondary key code to the electronic locking device, 
wherein the electronic locking device is operated in response to receiving the secondary key 
code. 

76. A method of operating an electronic locking device using a vidreless communication 
device, comprising: 

receiving, from a key supplier, a secondary key code for operating the electronic locking 
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device, the secondary key code having been generated based on a master key code; 
receiving a key code from the wireless communication device; 
authenticating the key code using the secondary key code; and 
operating the electronic locking device if the key code is authenticated. 

77. An electronic locking device comprising: 

means for receiving, fiom a key supplier, a secondary key code for operating the 
electronic locking device, the secondary key code having been generated based on a master key 
code; 

means for receiving a key code from a wireless communication device; 
means for authenticating the key code using the secondary key code; and 
means for operating the electronic locking device if the key code is authenticated. 

78. A computer program product in a computer readable medium for operating an electronic 
locking device, comprising: 

jBurst instructions for receivmg, from a key supplier, a secondary key code for operating 
the electronic locking device, the secondary key code having been generated based on a master 
key code; 

second instructions for receiving a key code from the wircless communication device; 
third instructions for authenticating the key code using the secondary key code; and 
fourth instructions for operating the electronic locking device if the key code is authenticated. 
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EVIDENCE APPENDIX 



There is no evidence to be presented. 
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RELATED PROCEEDINGS APPENDIX 
There are no related proceedings. 
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